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INTRODUCTION 
 
Computer forensics a rather new discipline in computer security focuses on finding 

digital evidence after a computer security incident has occurred.  

The aim of this project is to aid the investigation of data in order to collect intelligence to 

find evidence of computer crime. The project is focused on the production of a piece of 

software which automates certain tasks carried out by a computer forensic investigator.        

There are two areas which this computer forensics project could aim towards which are, 

 
1. Intrusion detection 
 

Intrusion detection is the act of detecting criminal behaviour as it is happening. Web 

servers are a popular target for attackers, this is mainly down to the fact that they are 

often mis-configured and many custom web based applications introduce security 

vulnerabilities that the most vigilant server administrators may miss. In order to 

overcome these vulnerabilities intrusion detection systems are deployed to screen the 

incoming requests on the look out for malicious activity. The goal is to stop the hack 

attempts early in order to safe guide the system from serious damage. The intrusion 

detection systems currently available are essential but are limited in their ability and are 

susceptible to evasion techniques, in addition, most of the systems do not offer 

sophisticated abilities to the system administrator to specify custom attack scenarios to be 

detected. 

2. Data evaluation 
 
Data evaluation would take the project in the direction of examining stored data for 

evidence of a crime which has already happened. The data evaluation approach would 

aim towards producing a tool which could detect criminal activity after it has happened 

by looking at the vast amounts of data stored by system data bases. Many systems have 

intrusion detection systems set up but due to the vast amount of activity and the simple 

filters which are used the information generated at the time of an attack is stored i.e. 

intrusion-detection systems generate mountains of data. Very little is usually done with 

this data. 
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Project Direction 
 
 The direction of this project is aimed at the data evaluation efforts which are made by the 

computer forensic investigator. When a crime has been committed it is the job of the 

forensic investigator to find the evidence which indicates who committed the crime. A lot 

of what the forensic investigator needs to do is repetitive and time consuming. They may 

be given a very large store of records. The forensic investigator has the job of finding 

patterns within the data to find the most likely suspects for the crime, then go away and 

find out more about the suspects to determine which, if any of the suspects committed the 

crime. This project focuses on the actions carried out by the forensic investigator during 

the evaluation of the vast amounts of data which are given when evidence is needed after 

the event of a crime. 

The software development for this project will have the aim of automating certain time 

consuming tasks which are carried out by a forensics investigator. 

 
Ideal Tool  
 
The Ideal tool proposed for this project is a piece of software which is able to take input 

from many different sources then analyse the given data and look for patterns which 

could indicate evidence of a crime see figure 1.1. The first step is to find the patterns 

which the forensic investigator looks for within the given data. The data may come from 

many different sources i.e. system logs, attack logs, Spam, etc. Many of these files which 

are generated by the different inputs have standard layouts and patterns which an 

investigator could look for. When a system is suspected to be the victim of an attack the 

forensics investigator may look for evidence within the logs for that system. The 

investigator may look for the program that was most commonly accessed. Log files may 

be made up of thousands of entries and it is the investigators job to search through these 

entries to look for suspicious patterns such as rapid access rate, which could indicate foul 

play.  

The system would be able to perform lookups on web based databases to compare 

findings or look for matching patterns which could indicate the same crime committed on 

different systems, single crimes which are committed on a system are often not acted on 

as the cost of investigation out weighs the cost of the crime, as the web is so large 
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criminals can commit many crimes but these may be spread across many systems each 

crime on its own may go un-investigated but added together could make a good case for 

an investigation. Logging these crimes into a web based database means that single 

reports of crimes could be added into a database that is shared by many authorities the 

complaints could be linked in order to indicate when many crimes concerning the same 

suspect are committed and therefore a case to investigate the crime.  

The output to the forensics investigator could be queried, i.e. the user could ask the 

system questions about the information/data and the program could then find answers to 

the questions i.e. the investigator has control over what the system could look for. 

 

 
Fig.1.1, the Ideal Tool, 
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Due the depth of the ideal tool and time scale of this project, the development of an 

example too sees figure 1.2 will become the project target; the ideal tool will be the target 

further development beyond the scope project. 

The tool which is to be developed will be a sub system of the ideal tool which scans files 

i.e. log files, looking for patterns which could indicate evidence , but it is the 

investigators task to determine whether or not the patterns found are in fact evidence or 

not (Evidence is explained in the chapter2). 

 
Project Target Tool 
 
In order to create a piece of software for this project the Ideal tool was broken down into 

a sub system, this design is the project target tool see figure 2.2.The target tool for this 

project is able to take log files as an input. Log entries identify the clients accessing the 

server by there IP address or if HostnameLookups is set to on then the server will 

determine the hostname and log it in place of the IP address. This report will refer to this 

identification as hostname. The program will look for pre selected patterns which could 

indicate a crime i.e. patterns such as the most accessing client hostname, or the hostnames 

which created the most unsuccessful server responses. This information would be useful 

to the investigator but the ability to investigate manually would also be useful i.e. the 

investigator could choose to look at all logs which were created by a particular hostname, 

or all logs with a particular server response, so breaking the large log file down into 

manageable chunks to allow investigation . 
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Fig 1.2, Target Tool 
 
 

 

 
 
The target tool is a type of file scanner which scans log files to look for patterns within. 

This example shows one type of log which the tool reads which is the apache common 

log format (see chapter two), the output shows statistics about the log file i.e. most 

commonly accessed program. The investigator may then investigate the logs further. This 

tool would take a lot of time consuming log reading and analysis work away from the 

investigator. 
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BACKGROUND RESEARCH 

 
 
What is a computer  cr ime? 
 
“Broadly defined, computer crime is any criminal offence, activity or issue that involves 
computer.” [1] http://http.apach.org/docs.html 
 
Computer crime falls into two categories  
 

1. The criminal activities involve the use of a computer to commit the crime. 

2. The criminal activity has the computer as a target. 

 
Areas of Computer Forensics 
 
There are two main areas of computer forensics: 
 

·  Corporate and law enforcement, Corporate concerns Focus on Detection and 
Prevention. 

·  Law Enforcement Focuses on Prosecution. 
 
Corporate 
 
Corporate efforts generally focus on how to implement hardware and software solutions. 

These solutions include intrusion detection, web filtering, Spam elimination, and patch 

installation. 

Corporate professionals are concerned with the threat of network damage through an 

intrusion or virus on a daily basis. Forensic investigators on the other hand are concerned 

more with the examination, analysis and evaluation of computer data after the event of a 

crime to provide relevant and valid information in the way of evidence to a court of law. 

In the corporate world security policies that dictate the level of security for areas and 

computers are in place to minimize the threat of intrusion and the potential damage that 

could result from an attack. Detection, prevention and identification of intrusion are the 

key to success in this area. 
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Law Enforcement 
 
Whereas the corporate world focuses on prevention and detection, the law enforcement 

realm focuses on investigation and prosecution. Evidence has to be properly collected, 

processed and preserved. Technology has dramatically increased the amount of 

discoverable electronic material, thereby making the job of the law enforcement much 

more complicated. Electronic evidence can include any and all electronically stored 

information that is in digital, optical, or analogy form. Not only does evidence include 

electronic data, it also includes electronic devices such as computers, CD – ROMS, 

floppy disks, cellular phones, and digital cameras. 

 

Law enforcement must deal with incredible amounts of data. When the internet is 

involved crimes can be committed from other countries, thereby involving the laws and 

jurisdiction of those locales. 

 

For a case to stand up in court, most evidence must be attended to by a witness. In the 

case of electronic evidence,  

·  Who is the witness of a computer making the log entry? 

·  How can the law enforcement officer show that the other 15 accounts logged in at 

the time did not commit the deed?  
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1. computer forensics, Cybercrime and Steganography Resources  
        2.        http://www.cybercrime.gov 

Evidence  
 
Evidence is a very important part of computer forensics; there are four main types of 

evidence, 

1. Real Evidence 

2. Documentary Evidence  

3. Testimonial Evidence 

4. Demonstrative evidence 

Real evidence   

The type of evidence most people are familiar with is real evidence which are any 

physical objects that you can bring into court. Real evidence can be touched, held, or 

otherwise observed directly. Sometimes real evidence that can conclusively relate to a 

suspect is called hard evidence. 

Documentary evidence 

Evidence in written form, including computer-based file data. All documentary evidence 

must be authenticated. Anyone can create an arbitrary data file with desired contents, the 

investigator must prove that the evidence was collected appropriately and the data it 

contains proves a fact. 

Testimonial evidence 

Evidence given by a witness either in verbal or written form. The most common form of 

testimonial evidence to the public is through direct witness testimony in court. The 

forensics investigator may need to use testimonial evidence to support and augment other 

types of evidence. For example a system administrator may testify that the server keeps 

logs of all user accesses and has done so for the last two years. This testimony would help 

validate the documentary evidence of access log contents taken from the server’s hard 

disk drive (physical evidence). 
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Demonstrative evidence 

Evidence that illustrates helps explain or demonstrates other evidence. Many times, 

demonstrative evidence consists of some type of visual aid. It is often the case that the 

forensic investigator needs to use demonstrative evidence in order for non-technical 

people to be able to understand what the technical evidence means. 

Evidence Constraints 

Evidence brings with it its own set of problems for the investigator, in that the evidence 

gathered has to be produced in a manner that can be proved the evidence was not planted 

and is a consequence of the actions carried out by the criminal during the crime, and has 

not been changed in anyway by the forensics investigator during the investigation into the 

system. There is a big problem with electronic evidence in that it is difficult to explain to 

non technical people, i.e. judges and jury members. It is sometimes the case that evidence 

can be thrown out of court or criminals get away with a crime due to the fact that the 

jurors do not understand the evidence.  

Chain of custody 

There is documentation which goes with evidence which is known as the chain of 

custody. This documentation chronicles exactly what has happened to the evidence whist 

it has been held by the law enforcement authority. In order for evidence to stand in court 

it has to be proven that the evidence is in its original state and has not been altered in 

anyway. If the proof is not available then the evidence could be thrown out of court and it 

could be alleged that the evidence is there because of what the investigator has done with 

it. 

Evidence and the collection of evidence is a very important part of computer forensics. 

The tool developed will be designed with the issues concerning evidence in mind but the 

constraints that evidence brings with it will not be the main focus of this project. It will 

be assumed that the evidence has been collected in the appropriate manner and all steps 

have been taken to ensure the integrity of the original version and investigation is taken 

place on a copy of that original. 
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Available Tools 
 
There are many tools already available and in use by forensic investigators, due to the 

mature of forensics investigation many tools are secret and unknown, research has found 

the following to be among the more popular known tools available to the general public. 

 

·  Byte Back 

Developed by: Tech Assist, Inc. A data recovery and investigation tool with more 

functionality then just disk copying. The application runs in DOS with features 

which include cloning/Imaging, Automated file recovery; rebuild partitions and 

boot records, Media wipe, Media editor. 

·  Data dumper(DD) 

The dd utility copies and comverts files and is often used in forensics to copy 

entire environments. The Linux version is GNU dd and is found in the fileutils 

collection, the windows dd version is at http://users.erols.com/gmgarner/forensics. 

 

·  Dr iveSpy 

Developed by Digital Intelligence Inc, DriveSpy is an extended DOS forensic 

shell. DriveSpy is only 110KB and easily fits onto a DOS floppy boot disk. The 

software can be used to copy and examine drive contents. All activities can be 

logged even down to key strokes key strokes, this logging may be turned on and 

of at will. Extensive architectural information for hard drives and Dos and non 

DOS partitions can be retrieved. DriveSpy does not use operating system calls to 

access files, and does not change file access dates. 

Functions include create disk-to-disk copy, create MD5 hash for a drive, partition, 

or selected file, copy a range of sectors from a source to a target, where the source 

and target can span drives or reside on the same drive, Select files based on name 

extension or attribute, Un-erase files, Search a drive partition, or selected files for 

text strings, collect slack or unallocated space, and wipe a disk or partition or 

unallocated / slack space. 
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·  EnCase 

Developed by Guidance software, EncCase is one of the most complete forensics 

suites available. As well as providing tools and a framework in which to manage a 

complete case, Encase includes drive duplicator which can copy virtually any type 

media. It either creates complete image or can split drives into more economical 

sizes. 

 

·  Forensic Replicator  

Developed by paraben forensics Tool, Forensics Replicator is another tool that 

can acquire many different types of electronic media. This tool gives the option of 

compressing and splitting drive images for efficient storage. CDs can be created 

from evidence drive and browsed for analysis; this option can make drive analysis 

much easier and more accessible. The option of encrypting duplicated images foe 

safe storage is also available. 

 

·  FTK Imager  

FTK (forensics Toolkit) Imager developed by Access Data Corporation is a set of 

forensics tools that can create media images from many different source formats, 

including, NTFS and NTFS compressed, FAT12, FAT16 and FAT32, and Linux 

EXT2 and EXT3. FTK provides full searching capabilities for media and images 

created by other disk imaging programs including EnCase and dd which have 

both been covered above. 

 

·  ProDiscover  

ProDiscover developed by Technology Pathways is anther suite of forensics tools. 

Like other forensics suites ProDiscover provides disk imaging and verification 

features. One of the interesting features of ProDiscover is that it allows the 

copying of disk images over a network, i.e. the user does not need to physically 

connect to the suspect computer. 
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This list of forensics tools is a small number of what is actually available but it is 

a list of the most common tools. One thing to notice a bout this is that they all do 

similar things and the main element is the ability to create disk images. This is 

because of the evidence gathering process in which it has to be proved that when 

collecting evidence the forensics investigator didn’ t change or alter it in any way. 

Creating an image to work from is most useful task for a loot to be able to 

perform, because this gives the ability to the forensic investigator to work on 

image leaving the original untouched.  

 

·  Log Analysis 

There are log analysis tools available which are used to scan log files order to 

extract lots of statistics which are used to find marketing information about the 

way the given site is used. The most popular tool is Analog which is free to 

download and can be found at (www.analog.cx). Analog shows the usage patterns 

on web servers producing reports which give useful information to web masters. 

Figure 2.1 shows a very small part of a sample report generated by Snalog 

 

Fig.2.1, Sample taken from (http://www.chiark.greenend.org.uk/~sret1/stats/) (www.analog.cx). 

 

 

 

 

Successful requests: 423,978 (44,909)  
Average successful requests per  day: 5,916 (6,415)  
Successful requests for  pages: 60,340 (5,906)  
Average successful requests for  pages per  day: 842 (843)  
Failed requests: 8,702 (934)  
Redirected requests: 542 (44)  
Distinct files requested: 3,955 (2,376)  
Distinct hosts served: 20,053 (3,116)  
Corrupt logfile lines: 1,212  
Data transferred: 3.60 gigabytes (374.35 megabytes)  
Average data transferred per  day: 51.43 megabytes (53.48 megabytes)  
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The fundamental difference between Analog and the project tool is the specialization in 

analyzing the log files in order to produce data that would be more useful to a computer 

forensics investigator them a web master. Analog scans files and produces reports which 

are (although may be tailored) quite rigid and don’ t allow enough flexibility for it be a 

useful tool for a forensic investigator. 

 

·  The Client, (the forensic investigator) 

Criminals in all fields always leave behind tracks and it is the job of a forensics 

investigator to find and follow the tracks to the criminal, computer forensics does 

not differ in any way. The evolution and growth in technology means the job of 

the computer forensics investigator is getting more complicated but also the 

criminals are becoming better equipped and educated making the investigators job 

even more difficult. 

The number of skilled forensic investigators and forensics toolkits is also growing 

very rapidly. The investigator job as mentioned above is to follow the tracks left 

behind by the criminals. There are essentially three phases for recovering 

evidence from a computer system or storage medium. 

Those phases: 

1. Acquire 

2. Analyse 

3. Report 

 

           Often, the result of such on investigation is used in criminal proceedings. 

           The main purpose of computer forensics is the proper identification and   

            Collection of computer evidence. Computer evidence has both similarities  

            And difference with regular evidence. As mentioned, a computer may be  

            involved in a crime in two ways either being used to commit a crime or being  

            a target of an attack. In both cases the process of computer forensics produces  

            Evidence of the activity carried out during the crime. 
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·  Investigators Tasks 

          When a system is suspected to have been attacked, a forensics investigator may    

look for evidence from logs. Logs can be made up of thousands of entries and it is the job 

of the forensics investigator to search through the logs to look for suspicious patterns 

which point towards the log entries where the attack on the system may have originated. 

Logs show information such as IP addresses, user ID’s, what was accessed, and the times 

when the log entries were created. 

One of the things that an investigator may look for is the rate at which logs where created, 

if the same IP address seems to have accessed the system many times in quick succession 

then that may be an indication that a person / normal user did not access the system but a 

virus may have done. An investigator may also look for the program which was accessed 

the most. 

During research, the author had the opportunity to sit next to and watch the client at work; 

the investigator was asked questions and explained step by step the processes which were 

being carried out. 

The investigator demonstrated his work while analysing some emails and web logs which 

he had been sent. The investigator had to look through many logs to find the suspicious 

ones, and then track the IP addresses from the suspicious logs in order to find patterns. 

The investigator made use of web-based databases to look for other complaints 

concerning the same information he had discovered. 

The investigator indicated that a tool which could read in the files he reads, and search 

and filter the data to look for patterns, then display the information that he looks for could 

be useful. The tool would show useful patterns i.e. the most accessing IP address. Also 

normal users tend to access systems at reasonable times, i.e. a normal user may access the 

system a lot of times during the day but people sleep at night, an IP address that seems to 

be constantly accessing the system through day and night may indicate a virus which 

does not go to sleep. 
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Log files 

Log files provide great audit trails of system activity. They can tell you nearly 

every event that occurred within a specific scope. For example, web server log 

files can keep track of every request from and response to web clients. 

Logs record information which investigators find very useful when trying to find 

out what was actually happening on a system at the time of on attack. Due to the 

size of log files it can be very time consuming or simply impossible to search 

through each and every log to look for patterns and evidence. The tool which is 

going to be created for this project aims to do the job for the investigator. By 

scanning the log file and reporting the patterns to the investigator the findings 

may be investigated further. For example the program may read the log file and 

report the most accessed program, the highest access rate, and may sort accesses 

in order of time accessed or longest and shortest time spent for processing 

requests, all these things may be useful to the forensic investigator and would 

save time. 

The common log format is the most popular log which is created by server’s 

figure 2.2 shows an example of a typical log,  

·  Fig 2.2,  Taken from the Apache web site see Appendix C 

 

“ 127. 0. 0. 1 -  f r ank [ 10/ Oct / 2000: 13: 55: 36 - 0700]  " GET / apache_pb. gi f  HTTP/ 1. 0"  200 2326 

“  [ 5]  
} ;  

 

The different field that make up a log are very useful and can in same cases be the 

only evidence left behind after the event of an attack. The useful fields consist of 

the IP address / hostname, the time and date the log was recorded, the page which 

was requested by the client and the status code returned by the server. The full 

information on common log format can be found in Appendix C. 
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Ethics 
 
    The tool to be produced is a computer forensics tool. Computer forensics opens up a   

whole can of ethical worms. The ethics of science and of crime investigation need to be 

considered, after research it would appear that the ethics hang around the scientists work 

more then anything else. A great ethical concern is the forensics investigators aims when 

investigating and the methods which are used to gain the results. It is a concern that the 

aims of the investigator may be to find some particular piece of evidence which could, or 

not be present, but just having these pre-conceived aims could interfere with the 

investigation process. Instead the investigator should approach each case with an open 

mind and efforts should be made to find the evidence and interpret that evidence in a 

correct way. After all, the evidence which could be found within a computer system 

could be used in order to determine whether or not an individual is guilty of committing a 

crime, and all evidence gathered should be a true and concise account of the individuals 

actions whether guilty or innocent. 

The research for this project is focused on server logs and the investigation of these logs 

in order to aid a forensics investigator when searching for evidence of a crime. One of the 

considerations regarding ethics that the author has to consider is the use of knowledge 

that may be gained whilst researching for this project. It is the authors responsibility to 

ensure that the knowledge gained is not used in an unethical manner, i.e. if the knowledge 

gained indicates some method to interfere with servers so that the logs created do not 

represent a true picture of the actions of a host so a crime may be committed and 

evidence of that crime hidden, then that knowledge should not be used or passed on to 

any persons or organization that wish to use this knowledge in this way.   

A code of ethics and conduct for computer forensics may be found in Appendix D.  

 

 

 

 

 

http://www.yhua.ac.uk/manual/logs.html 

Apache HTTP Server  Log Fil
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Design 

 
 
Language choice 
 
The project proposes to be dealing with very large log files which could be made up of 

millions of log entries, this gives obvious performance issues. The most efficient 

language would appear to be C; the only drawback with this language would be the 

difficulty in implementing sockets for the future based web connections and the learning 

of this language would be to time consuming for the scope of the project. The author has 

high level language knowledge i.e. Java would be adequate for the target tool allowing 

certain features to be implemented with relative ease with use of the extensive libraries, 

the future development of graphical representations of the data would be prohibited 

slightly in the way that Java implements OpenGL. C# is the most modern language and is 

very similar to Java. The performance is not as good as C but OpenGL can be 

implemented in a better way than with java. 

 

The chosen language for this project is C#; the reason for this choice is the face that the 

frame work for the project can be implemented with relative ease and would save time 

when compared to implementing with Java. Also the target tool is more concerned with 

developing features which would be useful in the forensics field so it makes sense to 

choose a language which frees up time by not having to learn a completely new language. 

The target tool is less concerned with performance, and more concerned with developing 

useful features. 

 

The development of this project will be carried out in Microsoft Visual studio2003. 
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Requirements 
 
The requirements for the project target tool are: 
 

1. File reading. 
2. File scanning and filtering. 
3. Allow the investigator to request specific information from the contents of the file. 
4. Display information in response to investigators requests. 

 
 
Reading the file 
 
Fig. 3.1 file reading 

 
 
 
 
 
 
 
 
 
 
 
 (Common log format) 
 
 
 
The goal for the file reading has been broken down to the reading of one type of file, i.e 

the common log format see figure 3.1. The common log format has been chosen because 

this is the most commonly used format and is easily obtained. The reason for reading one 

file format is the time constraints in development and other file formats will be a good far 

further developed in the future. Further developments will be of consideration whilst 

implementing this tool, which will make this tool a sub_ system of the ideal tool 

proposed in chapter 1. 

 

 
 
 
 
 
 

Log 
File 

System  

Input 
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Scan the file  
 
Fig 3.2 files scanning Investigator  
 
 
 
 

 
 
 
                                                                                             
In order to report information to the user the file contents scanned (parsed) and broken 

down into individual log entries, statistical information is then displayed to the 

investigator. The information which is displayed will include the overall number of log 

entries, the number of different hostname /IP addresses. The investigator will be given 

options to request further information such as full logs in their entirety, hostname and 

URLs, the top three accessing hostname /IP addressed, the top three most commonly 

accessed hosts. The further option of displaying the log entries for just the top three hosts 

will be available (figure 3.2).  

Other options for the investigator will be to find the number of unsuccessful requests, and 

to display the logs which resulted with an unsuccessful server response i.e. response that 

does not begin with the number 2. 

 

Another feature that is to be implemented is the ability to request information from 

criteria entered by the user. The investigator may enter specific criteria from which the 

log is filtered; the specific information reported is then summarize. The investigator may 

then make further requests; this feature supplies a certain degree of flexibility to the 

investigator allowing files to be filtered by content foe example; 

 

 

Investigator 

System 

Request specific information 

Stats/output summarized 
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If the logs in figure 3.3 were investigated and the entered filter criteria was name  

‘Http: //www.vpn.spacegate.com.ua’  then three logs would be displayed, the third and the 

penultimate (figure 3.4), because they match the filter criteria. 

 

Fig.3.3 log filter  example 1. 

 

 

Fig.3.4 log file filter  example 2. 

 

 

 

The investigator could then search further i.e. enter the page, “cgi_bin/gedlkup/ 

n=royal?voy”  and only the first log would be displayed (figure 3.5) because that is the 

only log which matches the filter criteria. 

 

Fig.3.5 log file filter  example 3. 

 

 

 

The above example considers a very small number of logs. If there where thousands of 

logs to filter this capability would be very useful, allowing the investigator to focus on 

the logs which has been entered.  

 
 
 
 
 
 

Vpn.spacegate.com.ua – [04/Mar/2006:13:06:15 +000]”  GEF/cgi-bin/gedlkup/n=royal?royal11392 HTTP/1.0”  200 137  

 

Vpn.spacegate.com.ua – [04/Mar/2006:13:06:15 +000]”  GEF/cgi-bin/gedlkup/n=royal?royal11392 HTTP/1.0”  200 137  
 
Vpn.spacegate.com.ua – [04/Mar/2006:13:06:23 +000]”  GEF/cgi-bin/gedlkup/n=royal?royal11440 HTTP/1.0”  200 1653 
  
Vpn.spacegate.com.ua – [04/Mar/2006:13:06:56+000]”  GEF/cgi-bin/gedlkup/n=royal?royal11400 HTTP/1.0”  200 1544  
 

 

Vpn.spacegate.com.ua – [04/Mar/2006:13:06:15 +000]”  GEF/cgi-bin/gedlkup/n=royal?royal11392 HTTP/1.0”  200 137  
Vpn.spacegate.com.ua – [04/Mar/2006:13:06:23 +000]”  GEF/cgi-bin/gedlkup/n=royal?royal11440 HTTP/1.0”  200 1653  
Vpn.spacegate.com.ua – [04/Mar/2006:13:06:56+000]”  GEF/cgi-bin/gedlkup/n=royal?royal11400 HTTP/1.0”  200 1544  
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Count and sort 
 
The statistics produced by the tool have to be in some order to allow the investigator to 

make use of the information. The stats which count i.e. the top three host names/IP 

addresses will be listed in order of the highest to lowest, then further displays such as all 

the URL’s accessed by the top three will be displayed in the same order so it will be easy 

to see what the most popular host name/IP addresses have been accessing. 

Memory 

Arrays are to be used for the memory structure for the target tool, which hold a single log 

instances for each element. In the real world the tool would be expected to deal with 

hundreds of thousand of logs.  But the target tool will only be concerned with dealing 

with smaller logs. Small logs are appropriate enough to demonstrate the time saving 

capabilities of the tool i.e. to analyse 12500 logs manually would be a very time 

consuming, if not impossible job, but  the target tool will be capable of doing so in a 

matter of seconds. An array is to be used for its simplicity and speed of implementation. 

The use of arrays will be made as efficient as possible. The file which is read will be split 

into individual logs and these logs will be placed into the array, then further dealings with 

the logs will be referenced to this array. The concern over performance is over shadowed 

with the concern for developing useful features in order to demonstrate the tool. 
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�  There are other methods of working with memory available which includes: 

L inked L ists 

There are four main types of linked lists, 

1. Singly linked; A structure which holds data and links to the next data structure. 

2. Doubly linked; same as singly linked but also contains links to the previous 

structure. 

3. Circular ly linked; the main difference between this and the others is that the tail 

of the list of links is a reference to the beginning. 

4. Complex linking; uses rules in order to link to many other structures rules could 

include sorting, type, and counting rules. 

 
 
The doubly linked list would be the most useful from the linked lists as it provides the 

ability to scale up and down the list, which would be the most useful for sorting. 

Binary Tree  

Binary trees have a hierarchical approach to memory allocation which would be useful 

for sorting data collected from the address and URL field of the log. Binary trees are 

quick and able to grow, but there is a possibility of them becoming unbalanced (too many 

items on one branch) which significantly degrades their performance. 

 

Hash Tables 

A hash table is an advanced array structure. Elements stored are referenced to using an 

index known as a hash; the hash is formed from the data stored there. When a search for 

an element is implemented, a list of all the hashes is worked through. For each hash the 

data it refers to is checked, if no match is found the next hash is checked and so on. 

Hash tables are very fast but the main benefit is the conservation of memory. 
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Pointer  Ar ray  

Pointer array are similar to the hash table method in that the array contains pointers, but 

differs in that it does not use a hash to reference data, the pointers point to the actual 

memory where is stored. 

 

The disadvantage with pointer arrays when compared to binary trees is the lack of 

ordering, which could lead to slower performance when complex analysis is being 

performed. 

 

The above methods of data structuring are not going to be implemented in this project, 

but they are listed here to indicate the methods which could be considered when selecting 

memory structures for future implementations of the target tool 

 
Output  
 
The output for the target tool will be in the form statistics reported to the user in textual 

form on screen. 

Future developments could include textual output to file in the form of reports and 

graphical output in order to make the information easier to understand. Sound output 

could be considered to inform the user when files have loaded i.e. the larger logs could 

take rather long to load so an audio indication that loading is complete could be useful. 

The most appropriate consideration would be the production of report. A forensic 

investigator needs to keep a record of what they have done to get the evidence they have 

found; this is to enable them to find it again and prove that the evidence is actually there. 

The production of file based reports would be a very useful feature for further 

developments. 

 

User  Inter face  

 

The user interface design must take into account the needs of the end user along with 

their experience and capabilities. The end user for this tool is a computer forensics 



Anglia Ruskin University                                                                                0116166/3 

 

 24 

investigator with obvious experience and a high standard of capabilities. For the purpose 

of this project the personal supervisor of the author has acted as the client and has been 

involved during the interface design procedure. The feed back gained during 

demonstrations for the client has been used to design and improve the user interface. 

GUI 
 
A GUI will be implemented using visual studio 2003. The ease of implementation means 

less time will have to be spent on developing the interface and more time may be spent on 

developing useful features. This project will focus on implementing a console application 

with user input being read in the output will be textual on screen reports. 

The disadvantage of this approach is that different platforms have their own type of GUI 

which means if the application was to ported to another platform, the user interface would 

have to be re-written. 

Designing for  the future 

As mentioned, this tool is only concerned with reading on file format i.e. common log 

format, the design of this tool will consider the future developments of reading more file 

format so ease of extending the capabilities of file reading will be a design issue. 

Other  considerations 

Some log entries may become corrupt when a server has been under attack. Corruption is 

caused when a log file is written to when the buttering on writing is distributed. The 

result is usually logs becoming joined together i.e. the end of line character is missing. 

This is itself useful information for the forensics investigator, because finding these 

corruptions can lead to discovering the time of an attack and indicates suspect attackers. 

 

Log entries some rarely used field which will not be used for the example too these field 

are the “RFC 1413 identity of the client determined by identd on the client’s machine. 

This information is highly unreliable and should almost never be used except on tightly 

controlled internal networks.” (Appendix C) and the userid field which is not used in the 
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log file which are to be used for testing and demonstration. The bytes field will also not 

be an issue for the example tool. 

Implementation Model 
 
The development of the project tool used the waterfall model see figure 4.1. With each 

stage of development using evolutionary development see figure 4.2 i.e. for each new 

function along with the development and validation was carried out concurrently; this 

meant each stage had different versions along the way. New ideas and implementations 

were looked over by the project supervisor and validated. Each version was altered to 

allow interaction between new expansions into future developments would be an 

extension of this tool and the program would not have to be re-written. 

 
Fig. 4.1, the software life cycle, 
 

 
 
 
 
 

Requirements 
Definition  

System and 
software design 

Implementation 
and unite  

Integration and 
festing 

Operation and 
maintenance  
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Fig 4.2, Evolutionary development, 
 

 
The testing process 
 
The file that was used for testing during development was supplied by the project 

supervisor Mahesh. The file supplied entitled mar04.txt (62.3MB) contains 537909 log 

entries; the original file was split into separate test files. Each containing 12500 (1.5MB), 

25000(3MB), 50000 (6MB) AND 100000 (12MB) log entries. 

 

The software developed for this project has the aim of becoming a sub system for the I 

deal tool (proposed in the introduction chapter). As this is a relatively small program it 

has been possible to test the system in a single unit. The testing has been performed in the 

same stages as the development; each new nodule which has been developed has been 

tested. Problems with the design of some of the functions that were found meant earlier 

stages in development had to be repeated. 

 

Out line  
Description  

Specification  

Development 

Validation 

Initial 
version 

Intermediate 
Versions 

Final version 

Concurrent Activities 
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In figure 4.3 the green arrows at top represent the normal sequence of testing the orange 

arrows at the bottom indicate that some stages had to be repeated when problems were 

discovered. 

 

Fig 4.3, Testing Sequence,  

The stages in the diagram are  

Unit testing,  

Each new feature implemented was tested independently from the rest of the system to 

ensure correct operation was established. 

System Testing,  

Each unit was integrated into the system and further tests were no un-anticipated 

problems with interaction between each feature within the system. 

Acceptance,  

This stage was the demonstrating of the system at various stages to the project supervisor 

who acted as the client and therefore the end user. Due to time constraints some of the 

user testing some carried out by the author. 

 
Unit Testing  

 
System Testing 

Acceptance 

Component testing 
 

Integration testing 
 

User testing 
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The requirement, were defined for each unit and designs were implemented and 

integrated. During the coding stages problems where found with design and these. 

Problems where fixed; i.e. the development of the tool did not run a linear fashion but 

each development activity become overlapped and dependant on each other. 

Problems with the memory structure become apparent when features were developed 

which   

Due to the nature of the project the majority of the system testing has been structural or 

white-box testing which basically means the majority of the testing has been performed 

by loading files and looking for particular results see figure 4.4. This is due to the fact 

that the capabilities of the produced system are far more important then the testing of the 

components. Looking for defects in this way means that the tool produced for the project 

is fit for the job. 

 

Fig.4.4, Testing, 

 

 
One of the future concerns is improving performance as log files may be made up of 

millions of entries, during tests using the files described above it became apparent that the 

results being produced where differing. This was due to the fact that although the test 

files contained log entries from the same log file, the logs being tested where logs which 

were created at different times. It became a concern that it would be possible to attack a 

system within a small amount of time and thus create a small number of log entries so the 

stats produced by the program would not highlight these attacks. One possible method to 

overcome this problem is ability to split the large file down into smaller chunks, and then 

Valid Inputs 

In _ Valid 
Inputs 

 
System 

Out put 
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investigate these chunks. The file could be split into days for example when the log 

entries for each day are investigated the results would have more chance of highlighting 

the attacks. This method also tackles the performance issues in that the scanning and 

filtering of the separate chunks would be more efficient when compared to the scanning 

and filtering of the full log file. The findings of the investigations on the smaller chunks 

could be combined to create a report for the whole file. 

Implementation Stages 

Stage One File Reading 
This first stage in development had the functionality of taking user input in the form of a 

file name and reading the file see figure 4.5. As this is a forensics tool it would be 

expected that the investigator has access to the log file or a copy of the log file to work 

with, so the ability to access logs from different machines has not been a requirement for 

the target tool. The tool loads files which are contained within the directory on the C 

drive entitled forensicsToolLogs for the file specified by the user. A target for future 

development could be the ability to point at the folder and file with the use of a file 

browser.  

Fig.4.5 

string path = @"c:\forensicToolLogs\"+this.textBox2.Text+".txt"; 
 
 // creates a stream reader which reads the file  
 //given by the user 
 StreamReader sr = new StreamReader(path);  
 {  
  //read the file and assign contents to a string 
  textIn = sr.ReadToEnd(); 
    
  //count the number of log entries within the file. 
  int sinLogStart1=0; 
  For (int i=0; sinLogStart1<textIn.Length; i++) 
  {  
   //find the total number of log entries 
              int index=textIn.IndexOf(singleEntrySeperator, sinLogStart1);                                                                                               
   newLineCount = newLineCount +1; 
   sinLogStart1 = index + 1; 
   textBox3.Text= (newLineCount.ToString()); 
  }  



Anglia Ruskin University                                                                                0116166/3 

 

 30 

      }  
The file is read and the contents of the file are assigned to a string variable which is then 

parsed and the numbers of new line characters are counted which indicates how many log 

entries there are in the file. This number is then used to declare the various arrays with a 

size equal to the number of log entries found. 

File Reading Testing 

The file reading method which may be seen in figure 4.5 shows the method used for 

reading files, problems which may occur when reading files, such as file not found or 

directory not found errors have been dealt with by catching these errors and displaying a 

relevant error message to the user. 

Figure 4.6 shows the message displayed when an incorrect file name is entered. 

 

Fig.4.6 try catch test for file name. 

 

 

Stage Two Log Splitting 
The next step is to break the string up into single log entries; this was achieved using the 

technique outlined in figure 4.7. 
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Fig.4.7, Method used for splitting the contents of the file into individual log entries 

//assign each individual log to an array element 
int sinLogStart=0; 
int length=0; 
 for(int j=0; sinLogStart<textIn.Length ;j++) 
 {  
 int counter = j+1; 
 //scan the string of all the contents of the file 
 //for the new line character splitting the string at 
 //each one found then placing the sub-string into a single element of the array. 
  int index = textIn.IndexOf(singleEntrySeperator,sinLogStart); 
  length = index - sinLogStart; 
  singleLog = textIn.Substring(sinLogStart,length); 
  sinLogStart = index + 1; 
  logs[j] = singleLog; 
 }  

 
Figure 4.7 shows how the contents of  the file has been read and have been split into 

separate log entries, and an array has been used to place the log entries into single 

elements.  

Reading the file, then splitting the contents into an array has been the method of choice, 

because this gives the flexibility required for the tool being developed. A future concern 

of reading and splitting different file formats has been a concern during the file reading 

and splitting implementation. The method of splitting the file uses the characters that are 

used to indicate a new log, for the common log format that, character is the new line 

character “ \n”  but other formats could use different characters. The option of choosing 

which file format is being investigated has been implemented, and that choice indicates 

what characters are used when splitting the given file into separate fields. For example in 

figures 4.5 and 4.7 the variable singleEntrySeperator has been used. This is a variable 

which is given the value “ \n”  when the common log format is chosen by the user, other 

variables that store the other field separators are initiated at this stage, and this sets the 

application up for reading and splitting the common log format. Future developments 

could offer more choices for file formats and the field separation variables could be set up 

accordingly, for each different option the file splitting characters could be changed to suit 

the format. 
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There are a number of methods which split the single logs into separate fields, and a 

number of different ways this is achieved as follows: 

Methods such as hostNames run through each element of the array which stores single 

log entries and copies the hostname field from each element (the hostname field may also 

contain the IP address of the client machine) and populate a separate array which stores 

the hostnames see figure 4.8. 

 

Fig.4.8 hostnames method example. 

 
 
 
 
 
 
 
 
 
 

 

 

 

 

There are other methods which work from the separate field arrays, an example is the 

topThreeHostNames method which runs through each element of the hostname array and 

compares each element with all the others counting when a match is found. When an 

element which is not the same element that is being used to compare to the others has 

been checked it is converted to a null value, so it is not used for comparisons again. When 

the comparisons of each host name are complete, the hostname and the number of 

occurrences are stored in another array in order of highest to the lowest occurring then, 

comparisons begin again with the next element which is not null, see figure 4.9. 

 

 

0 Host 1 

1 Host 2 

2 Host 3 

3 Host 4 

4 Host 5 

 

0 Host 1, field 2, field 3, 
etc... 

1 Host 2, field 2, field 3, 
etc... 

2 Host 3, field 2, field 3, 
etc... 

3 Host 4, field 2, field 3, 
etc... 

4 Host 5, field 2, field 3, 
etc... 

 

The host field 
within the logs array 

is copied to the 
same element in the 

host array 

Hosts Array Logs Array 
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Fig.4.9, Top Three Hosts Method example, counting the number of occurrences of the 
hostname stored at element zero, 

 
 
 
 
 
 
 
 
 
  
 
 
 
 
 

 
 
 
 
 

Each element is compared to each other including it self. The element which has been 

compared is made equal to null only if the element it not being compared to itself. 

 
The findings of the method topThreeHostNames are then used when for example, the user 

wishes to display the logs that each of the top three hosts created. This is done by 

comparing the host names from the Top Three Hosts array created by the 

topThreeHostNames method with the hostname array. If there is a match, then the 

element from the logs array is displayed. This works because the host name array is a 

copy of the logs array, but only holds the hostname field i.e. element 500 in the hostname 

array holds the hostname detail of element 500 in the logs array see figure 4.10. 

0 Bob 

1 Fred 

2 Frank 

3 Bob 

4 Sue 

 

 Match, element is equal to compare element, count = count +1 

  No Match 

  No Match 

  Match, element 3 = null, count = count +1 

  No Match 

 

0 Bob 

1  

2  

 

0 2 

1  

2  

 

Hosts Array 

Top Three Hosts 
array Count 

array 

The count value is 
place into the array at 
the correct element 
according to its value. 

The host name is placed into the 
array at the correct element 
according to the count value. 

(Count = 0) 
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Fig.4.10 Display top three hosts log entries example. 

 
 
 
 
 
 
 
 
 
 
 

 

 

Advanced Search 
 
During the development of each new feature there was a gaining of the understanding of 

the forensics investigators needs, which lead to a greater understanding of how to 

complete certain tasks. It became quite clear that the functions which were being 

implemented, although very useful, did not allow enough freedom for the investigator to 

gain a true understanding of the log file so an advanced search feature was implemented 

as follows: 

 The user is given the option to enter search criteria , the criteria is split into different 

fields which are Server Code, URL, Hostname, and Date and Time. The display can be 

seen in figure 4.1.0. 

Fig. 4.11 (Display of advanced search options) 

 
 

 

0 Bob 

1  

2  

 

0 Bob 

1 Talal 

2 Abhi 

3 Bob 

4 Sue 

 

0 Bob, field 2, field 3, etc... 

1 Talal, field 2, field 3, etc... 

2 Abhi, field 2, field 3, etc... 

3 Bob, field 2, field 3, etc... 

4 Sue, field 2, field 3, etc... 

 

Top Three Hosts 
array 

Host Name array Logs array 

Compare each 
element of the top 
three hosts array 
with the elements 
of the host name 

array 
If the element in the top three hosts array 

matches with the element in the host name 
array then the element of the same index from 

the logs array is displayed. 
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The search works by running through the array which holds instances of the search 

criteria given, looking for a match. For example, if a server code is entered into the server 

code field the array which holds instances of server codes is searched, when a match is 

found the log from which the server code came from is displayed. This is a useful feature 

because it gives the option of finding particular logs from given criteria, but what makes 

this feature really useful is the filtering capabilities. It is the sheer amount of data which 

makes the investigation process difficult, so breaking the data down is a desirable feature. 

The advanced search tool holds a state of when a search is in progress or not. If the state 

is inactive, then the search simply displays the logs which match the given criteria and 

the state of the search changes to an active state. If a search is then continued when the 

state is active, it is the list of logs that were created from the previous search that is 

searched; for example the investigator can enter the server code 402 which lists all logs 

which have the server response code 402, the investigator may then enter a host name 

which results in all logs which have that hostname and server response 402 being 

displayed. So the investigator may cut down the amount of data to investigate by entering 

criteria of interest. 

User Interface 

For the purpose of this project the personal supervisor acted as the client and has been 

involved during the interface design procedure. The feed back gained during 

demonstrations for the client has been used to design and improve the user interface. 

The system offers recoverability in the form of displaying errors to the user which 

suggests what can be done to continue. 

The user interface has been implemented in a way that it may be reused by all of its 

features, this means that the user becomes familiar with the layout and does not need to 

change their thinking when completing a new task. It is a future consideration that the 

buttons and fields situated on the interface are grouped together so the user becomes 

aware that certain types of tasks are grouped together, and so searching for a feature is 

done so with more ease than if these features 
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Project Evaluation and Future Developments 

Future Developments 
 
Due to the nature of this project most of the future developments are covered throughout 

this report, what follows is a brief over view of the future development possibilities. 

1. File browsing capability.The file reading could be improved to allow the 
investigator to search the computer system for the file which is going to be loaded 
for investigation.  

2. The ability to read and investigate data from many different sources. 
The set up of variables which allow the program to read and scan the common log 
format could be set up to be compatible with other file formats.  

3. The ability to break the log file down into smaller chunks in order to improve 
performance, and also find more detailed overall stats of the entire file. 
Breaking the large files up into smaller chunks would lead to two outcomes, the 
performance would be improved and also the statistical findings would be more 
accurate. 

4. Create detailed reports and databases on investigation findings. Placing findings 
into a database would allow the investigator to compare past and present 
investigation results. 

5. Make use of internet resources such as public databases.The investigator could 
add findings to the database or look for other findings from investigations which 
have been carried out on other systems, therefore being able to look for evidence 
which could back up theories. 

6. The creating of textual file based reports. Textual file based reports would prove 
to be a very useful feature which would give the investigator documentary 
evidence which could be used when demonstrating the evidence found within the 
file.  

7. Graphical output.The ability to display data in graphical form would make the 
information easier to understand. 

As the tool developed for this project is a sub system for a much larger forensics tool 

there are a lot of future expansion capabilities which would allow the tool produced to 

grow into the Ideal tool proposed see Figure 1.1 within the Introduction chapter one .  
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Review and Critical Appraisal 

This project has achieved its goals of producing a working application which may be 

used to investigate log files in order to find evidence of a crime. The project itself ran 

well, but not without problems. The largest set back in this project was the initial delay in 

finding the direction of the project. 

Time management has proven critical to the success of this project; time plans were laid 

out at the beginning of the project and were reviewed. The original and reviewed time 

plans may be found in Appendices A and B respectively. The time plans alone could not 

guarantee a smooth process but they do prove to be an essential tool when reviewing the 

progress made and ensuring that progress is being completed and targets are being met.  

The biggest problem with this project was one of deciding on a firm brief for the project. 

The milestones set out by the department with the initial and interim report submissions 

proved to be very useful, not only in ensuring that decision making is a priority but a 

great way of looking back and reflecting on the progress of the project. It is very clear 

when looking back at the initial report, which was completed for the fifteenth of October 

deadline, that the project direction was still fuzzy and that a direction had not been 

decided upon this was due to the fact that this project was proposed by the author. It was 

the authors aim to complete a computer forensics project in order to carry out research in 

this area in order to gain knowledge and an understanding of this field but there was no 

clear idea of a brief. It was originally planned that the research carried out would 

highlight an area on which to focus, and a brief would be agreed upon within week nine 

of semester one. This decision wasn’ t made until week fifteen which was the first week 

of the Christmas vacation. Although the research that was carried out has proved useful 

this six week set back was a major error in the project management. This plan failed due 

to the fact that computer forensics is a very large field, and the more research that was 

carried out the greater the scope of the project and the author’s lost focus became.  

It was the project supervisor who has great knowledge of the computer forensics field 

that helped with the decision making concerning the direction of the project. The decision 

was made late on in the project and this had a knock on effect on the next tasks which 

meant the design and implementation stages were delayed. 
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A reviewed time plan was created in order to guide the project around the delay, but the 

time limits on the next stages of development proved very difficult to achieve. 

The aim of tailing off the software development stage and concentrating on the report 

writing was due in week five of semester two, but this stage was delayed until week ten. 

Consequently the software development carried on for five weeks longer than anticipated. 

This was due to the fact that the development of the most challenging parts of the 

software was being put off by the author, who decided to complete the more simple 

stages in the hope that this would help in achieving the most complicated stages. This 

proved to be a costly mistake but one that has been learned from.  

 

As development was carried out a great increase of confidence was gained along with a 

better understanding of the computer forensic investigators tasks and needs. 

Keeping regular meetings with the project supervisor proved extremely important in that 

work that was completed could be looked at and guidance could be offered. The guidance 

from the supervisor was necessary and helped with speeding up the design and 

development. 

 

Due to the set backs described above, less time was available for the actual coding of the 

project tool, but good planning and decision making when choosing the language and 

platform allowed the development to move along with good speed which allowed the 

development of useful features. 

 

If it was possible to turn the clocks back and begin the project again, time management 

would be improved to make greater use of the time available. Crucial decisions would be 

identified and made in good time. These decisions would also be better educated. If the 

project was begun with the skills gained from completing this project, the development of 

the tool would be started and finished earlier which would allow for more time for the 

documentation. The overall management of the project would be improved.  

The author has gained a great understanding of project management and believes that the 

overcoming of problems met along the way will prove to be a very valuable experience 

and one which will help with the management of future projects. 
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This ar ticle descr ibes some of the most commonly used software " tools"  and 
explains how and why they are used. 

Software and tools 

Today, private sector, companies, organizations, attorneys, and civilians, are able to use 

the same techniques and software tools that were historically used only by the 

governments© computer forensic specialists to conduct their own internal investigations 

for termination, employee fraud, or sexual harassment cases. Table 1 lists some of the 

software used by both law enforcement and private computer forensics firms. A computer 

not only provides a platform for committing crime, it can also provide essential evidence 

of a crime; forensic software and tools used for processing evidence are key in an 

investigation. It is not just that the right software or tools will lead to discovering 

evidence successfully, but also that it will be criticized by the defense attorney. If 

unreliable software has been used or software used without license, the evidence cannot 

be admitted. It is important to carefully select all the software and to have licenses and 

users© agreements in the documentation. In Gates Rubber  Co. v. Bando Chemical 

Indus., L td.,22 the court criticized the plaintiff for failing to make image copies and for 

failing to preserve undeleted files properly. The court ruled that, when processing 

evidence for judicial purposes, a party has “a duty to utilize the method which would 

yield the most complete and accurate results.”  To ensure that evidence is reliable and 

legally obtained, the EU CTOSE project provides an ‘ intelligence’  solution. It is an 

expert-based cyber-crime advisory tool that can inform investigators as to the appropriate 

procedure to follow at each stage of the investigation, and includes a knowledge database 

to provide legal advice and explanations to ensure that all evidence satisfies legal 

requirements. 
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Some examples of computer forensic software and tools  

Table 1. 

 
Name Platform Descr iption 

EnCase DOS, Windows NT, 2000 Full-featured Windows- 

based computer forensics analysis software that allows a user to image and 
examine data from hard drives,  

Disks and Palm PDAs. Used by law enforcement and private forensic firms 
(http://www.encase.com). 

 

 

CRCMD5 

 

DOS 

Using MD5 hashing function, 

 Primarily for creating a unique hash value for individual file, or all files on 
a given storage device. 

 It uses 128-bit length key, and can easily be run from a floppy disk 
(http://www.forensics-intl.com/crcmd5.html 

 

DiskSig DOS 

Same as the CRCMD5, 

 but it is a drive level hashing program for verifying  

the accuracy of evidence grade backups of hard disk media 
(http://www.forensics-intl.com/disksig.html). 

 

SafeBack DOS 

Primarily for imaging a hard drive and restoring the image to other hard 
drive. 

 It can be run from a floppy disk. Used by law enforcement and private 
firms (http://www.forensics-intl.com/safeback.html 

stake LC4 Windows NT/2000 Password auditing and recovery software 
(http://www.atstake.com/research/lc/). 

WinHex Windows NT/2000/XP Disk editor for hard disks, CD, DVD, ZIP, Smart Media, and Compact 
Flash memory cards. 

 FAT12, FAT16, FAT32, NTFS, CDFS (http://www.sf-soft.de/winhex/). 

WordList Windows NT/2000 A good source for dictionary attack password cracking 
(http://www.outpost9.com/files/WordLists.html). 

Windows 
Secret 
Explorer 

Windows NT/2000/XP It allows exploring and editing Windows protected storage, 

 Locating hidden information in any Windows-based 
system. Retrieving data enter to web page, 

 web passwords, dial-up passwords and other data stored by 
Microsoft in the protected storage  

(http://lastbit.com/wse/default.asp). 

PhotoRescue Windows 95/2000/NT/X Basic digital camera photo recovery software can be used 
with crashed or accidentally  

deleted files 
(http://www.wildlifephoto.net/howto/photorescue.html 

Solitaire 
Forensics 
Kit 

DOS and Windows 
95/2000/NT/XP 

Portable hard drive duplication kit used by FBI for 
duplicating and imaging hard drives 

 (http://www.logicube.com/). 
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Conclusion 

Application Achievements 
The application is a working tool which serves as an example for the Ideal tool proposed. 

The tool developed had three main stages which were read, scan and search/filter. 

1. Read, the reading of the file has successfully satisfied the goal of reading the 

common log format, the method of loading and breaking down the file has been 

implemented for the common log format, the tool has been designed in a way that 

allows other file formats to implement with relative ease by future developments.  

2. Scan, the scanning of the files and breaking the logs into separate entities has 

good performance as the test files are small. During the development stages it was 

noticed that breaking the larger files down before scanning has two benefits, 

performance is improved due to the smaller size and the statistical information 

produced on the smaller pieces of the file depicts the whole file in greater detail. 

Showing stats for each section of a file creates a bigger picture which is a benefit 

to the computer forensics investigator.  

3. Search/filter, the search and filtering of the file has been achieved in a way that 

the investigator may reduce the amount of information that is being processed at 

ant given time by entering criteria of which to filter. This allows the investigator 

to focus in on logs which match the criteria of interest. 
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The future of the project 
This project is a great base for future development, the project itself has the aim of 

becoming a sub system for a much larger tool the Ideal tool described in chapter one. 

Initial improvements to this project could include the ability to load other file formats, a 

reporting ability i.e. generating reports that may be saved to file for future reference, 

browsing ability i.e. the user may point to the file for loading within the given system, the 

breaking up of large files into workable sized chunks i.e. the tool could break down files 

at the users request, for example the user could request to break a large log file into 

smaller files containing log entries that where created on separate days or by separate 

hosts.  

One of the most exiting aspects of this project is the proposed Ideal tool and developing 

this project into the Ideal tool could create a very useful and widely used application 

which is capable of completing many of the computer forensics investigators time 

consuming jobs, when investigating the contents of files.  
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Summary  
 
The aims which were set out of allowing computer forensic investigations on log files 

have been achieved.  

The software development aspect of the project has been a success, there exists a tool 

which satisfies the project aims originally set out. The tool allows the user to load a log 

file and view statistical information from that file. The user may also enter search criteria 

and the file contents are filtered by these criteria, this allows for computer forensic 

investigation work which was the main aim of the project. 

The project has been a fantastic learning experience in both gaining knowledge of 

computer forensics, project management and software development. The title of this 

project “Computer  Forensics”  allowed for many different styles or routes of application, 

which led to a delay in deciding upon which direction to take. Although all did not run as 

smoothly as possible the over all aims were achieved and the mistakes have been 

identified and learned from, a positive future ability to take part with project management 

has been gained. 
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Semester one 1 2 3 4 5 6 7 8 9 10 11 12 

Gain a greater understanding of brief               

Research and produce initial report draft               

Finalise report hand in Friday 15th May 
APPENDIX A Original Time Plan 

              

Gain Feedback from initial report               

Further Research Consider Time Plan,                

come to conclusions of direction of project              

Interim assessments preparation and 
drafts                

Exam Period             

Finalise Interim assessment             

Semester Two 1 2 
 
3 4 5 6 7 8 9 10 11 12 

Interim assessment hand in              

Planning Final Deliverables               

Gain Feedback from interim assessment              

Work on final deliverables                  

Hand In Final deliverables                 

Exams the software              

 

APPENDIX A 

Original Time  

Plan 
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APPENDIX B 

Reviewed Time Plan Semester Two 1   2 3 4 5 6 7 8 9 10 11 12 

Interim assessment 
hand in              

Build on Final Report               

Software Development              

Tail off software 
concentrate on report             

Hand In Final 
deliverables                 

Exams and prepare 
presentation               

Exams the software             

 

Vacation wk1 Vacation wk2 Vacation wk3 

14.03.06 21.03.06 28.03.06 

 

 1 2 3 4 5 6 7 8 9 10 11 12 

Date 
Commencing 

10.01.06 17.01.06 24.01.06 31.01.06 07.02.06 14.02.06 21.02.06 28.02.06 07.03.06 04.04.06 11.04.06 18.05.06 

 

Vacation Weeks between week 9 and 10, Finalise 
deliverables, plan for prepare for examinations in 
other subjects 
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Appendix C 
The following log information was taken from the apache web site and was found on 
the apache http server, log files page. 
“Common Log Format 
 
A typical configuration for the access log might look as follows. 
 
LogFormat "%h %l %u %t \"%r\" %>s %b" common 
CustomLog logs/access_log common  
This defines the nickname common and associates it with a particular log format string. The 
format string consists of percent directives, each of which tells the server to log a particular 
piece of information. Literal characters may also be placed in the format string and will be 
copied directly into the log output. The quote character (") must be escaped by placing a 
back-slash before it to prevent it from being interpreted as the end of the format string. The 
format string may also contain the special control characters "\n" for new-line and "\t" for tab. 
The CustomLog directive sets up a new log file using the defined nickname. The filename for 
the access log is relative to the Server Root unless it begins with a slash. 
The above configuration will write log entries in a format known as the Common Log Format 
(CLF). This standard format can be produced by many different web servers and read by 
many log analysis programs. The log file entries produced in CLF will look something like 
this: 
127.0.0.1 - frank [10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 200 2326  
Each part of this log entry is described below. 
127.0.0.1 (%h)  
This is the IP address of the client (remote host) which made the request to the server. If 
HostnameLookups is set to On, then the server will try to determine the hostname and log it 
in place of the IP address. However, this configuration is not recommended since it can 
significantly slow the server. Instead, it is best to use a log post-processor such as logresolve 
to determine the hostnames. The IP address reported here is not necessarily the address of the 
machine at which the user is sitting. If a proxy server exists between the user and the server, 
this address will be the address of the proxy, rather than the originating machine.  
 
- (%l)  
The "hyphen" in the output indicates that the requested piece of information is not available. 
In this case, the information that is not available is the RFC 1413 identity of the client 
determined by identd on the client’s machine. This information is highly unreliable and 
should almost never be used except on tightly controlled internal networks. Apache httpd will 
not even attempt to determine this information unless IdentityCheck is set to On.  
frank (%u)  
This is the userid of the person requesting the document as determined by HTTP 
authentication. The same value is typically provided to CGI scripts in the REMOTE_USER 
environment variable. If the status code for the request is 401, then this value should not be 
trusted because the user is not yet authenticated. If the document is not password protected, 
this entry will be "-" just like the previous one.  
[10/Oct/2000:13:55:36 -0700] (%t)  
The time that the server finished processing the request. The format is:  
[Day/month/year: hour: minute: second zone] 
day = 2*digit 
month = 3* letter 
year = 4*digit 
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hour = 2*digit 
minute = 2*digit 
second = 2*digit 
zone = (Á+© | Á-©) 4*digit  
It is possible to have the time displayed in another format by specifying %{  format}  t in the 
log format string, where format is as in strftime (3) from the C standard library.  
"GET /apache_pb.gif HTTP/1.0" (\"%r\")  
The request line from the client is given in double quotes. The request line contains a great 
deal of useful information. First, the method used by the client is GET. Second, the client 
requested the resource /apache_pb.gif, and third, the client used the protocol HTTP/1.0. It is 
also possible to log one or more parts of the request line independently. For example, the 
format string "%m %U%q %H" will log the method, path, query-string, and protocol, 
resulting in exactly the same output as "%r".  
200 (%>s)  
This is the status code that the server sends back to the client. This information is very 
valuable, because it reveals whether the request resulted in a successful response (codes 
beginning in 2), a redirection (codes beginning in 3), an error caused by the client (codes 
beginning in 4), or an error in the server (codes beginning in 5).  
2326 (%b)  
The last entry indicates the size of the object returned to the client, not including the response 
headers. If no content was returned to the client, this value will be "-". To log "0" for no 
content, use %B instead.  
 
Combined Log Format 
Another commonly used format string is called the Combined Log Format. It can be used as 
follows. 
LogFormat "%h %l %u %t \"%r\" %>s %b \"%{ Referer} i\" \"%{ User-agent} i\"" combined 
CustomLog log/acces_log combined  
This format is exactly the same as the Common Log Format, with the addition of two more 
fields. Each of the additional fields uses the percent-directive %{ header} i, where header can 
be any HTTP request header. The access log under this format will look like: 
127.0.0.1 - frank [10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 200 2326 
"http://www.example.com/start.html" "Mozilla/4.08 [en] (Win98; I ;Nav)"  
The additional fields are: 
"http://www.example.com/start.html" (\"%{ Referer} i\")  
The "Referer" (sic) HTTP request header. This gives the site that the client reports having 
been referred from. (This should be the page that links to or includes /apache_pb.gif).  
"Mozilla/4.08 [en] (Win98; I ;Nav)" (\"%{ User-agent} i\")  
The User-Agent HTTP request header. This is the identifying information that the client 
browser reports about itself.”  5 
 
 
 
 
 
 
 
 
 

                                                 
5 Apache HTTP Server Log Files 
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Appendix D 
 
http://www.cybersecurityinstitute.biz/training/ethicsconduct.htm 
Code of ethics and conduct 
The CyberSecurity Institute Code of Ethics and Conduct™ is the most comprehensive 
in the discipline of computer forensics/forensic computing. All students of the 
Computer Forensics Core Competencies™ course must abide by this Code of Ethics 
and Conduct - it will be presented for signature the first day of class.  
As an attendee of this course and Information Technology professional, I agree to abide by 
the following code of ethics and conduct both while in training and in my everyday activities: 
1. I will observe and honor any other code of ethics or conduct for the organizations I am a 
member of or employed by.  
2. I will respect the confidential nature of any information, methodologies, or techniques that I 
become aware of in relation to computer forensics inside and outside of the classroom. I 
understand that any materials provided to me during my computer forensics training are for 
my personal use only. 
3. I will strive to keep my technical skills current.  
4. I will be honest and forthright in my dealings with others. 
5. I will not reveal facts, data or information without the prior consent of my client or employer 
except as authorized or required by law. 
6. I will not accept compensation for my services based on contingency. 
7. I will not permit the use of my name or associate in business ventures with any person or 
firm that I believe to be engaged in fraudulent or dishonest practices. 
8. I will perform services only in areas I am competent in. I will rely upon other qualified 
parties for assistance in matters that are beyond my area of expertise. 
9. I will maintain custody and control over whatever materials are entrusted to my care.  
10. I will refuse or terminate involvement in any work when I feel that I am being coerced into 
a particular opinion. 
11. I will disclose all known or potential conflicts of interest that could influence or appear to 
influence my judgment or the quality of my services. 
12. I will not accept compensation, financial or otherwise, from more than one party for 
services on the same project, or for services pertaining to the same project, unless the 
circumstances are fully disclosed and agreed to by all interested parties. 
13. I will not falsify my qualifications or permit misrepresentation of my associates' 
qualifications, nor will I misrepresent or exaggerate my responsibilities in or for the subject 
matter of prior assignments. My Curriculum Vitae, Resume, or other presentations incident to 
the solicitation of employment shall not misrepresent pertinent facts concerning employers, 
employees, associates, joint ventures or past accomplishments. 
14. I will always acknowledge my errors and will not distort or alter the facts. 
15. I will not promote my own interest at the expense of the dignity and integrity of my 
profession.  
16. I will conduct my work based upon established, validated principles. 
17. I will only render opinions that are demonstratively reasonable. 
18. I will do my best to thoroughly examine and analyze all evidence, and will not withhold any 
of my findings, whether inculpatory or exculpatory. 
19. I will provide assistance to law enforcement and all those involved in my profession, as 
long as my assistance does not result in a conflict of interest or contribute to an illegal or 
unethical act. 

20. I will conform to all laws - federal, state, and otherwise, pertinent to my profession. If I am 
unsure of the laws in a given situation, I will seek the assistance of legal counsel. 
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Appendix D 
 
 

Computer  Forensic Hardware &  Software 
 

�

1. Image MASSter SOLO III Forensic 

·  Introducing the NEW SOLO III Forensic – The Ultimate Hard Disk Copier 
for Computer Investigation. 

 

2. LinkMASSter II 

·  Capture data via a FireWire or USB port at up to 1GB/Min. The perfect 
solution for notebooks which don©t have removable hard disks, or any PC 
with a FireWire port.  
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